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Medical data. It holds some of your most personal information and it’s stored 

in a lot more places than you may think—your primary care physician’s 

office, your insurance company’s (and former insurance companies’) records, 

any hospital or urgent care center you’ve ever visited—which is why it’s so 

important that those facilities take their security measures seriously. In fact, 

in some cases, it could be life or death. 

The infrastructure housing the equipment that holds your medical data could 

also be linked to critical life support care, and if it’s tampered with—whether 

accidentally or on purpose—it could cost a life. That’s where Great Lakes 

Case & Cabinet comes in. Our state-of-the-art equipment provides a level of 

physical security in medical facilities that keeps data secure…and patients safe.
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V U L N E R A B I L I T I E S AT T H E R A C K L E V E L
One area that is particularly susceptible to data and critical life 

support vulnerabilities is the IDF room. IDFs, or intermediate 

distribution frames, are connected to MDFs, or main distribution 

frames. An MDF acts as the brain, sending signals to different body 

parts, while IDFs receive the signals from the MDF and extend the 

reach of the signal, much like the spinal cord on a human body. 

That’s why IDFs and their corresponding IDF rooms are often 

housed on different floors or areas of a large building or campus.

IDF rooms are vulnerable to both accidental and malicious activity 

for several reasons. Space in hospitals and healthcare facilities is 

limited so IDFs often aren’t the only items stored in these rooms. 

They sometimes house transformers, custodial materials, and other 

items as well, meaning that many people have access to the area. 

The other reason IDF rooms are so susceptible is because rack 

systems are typically open. So, not only do many people have access 

to steal information from or tamper with IDFs, the simple fact that 

they’re open racks means that any one of the many people coming 

in and out of the room could accidentally bump up against the IDF, 

unplug a wire, etc. That could lead to not only the loss of data but 

also the loss of life if the signal is keeping critical life support online.

The MDF, or main distribution 
frame, connects and manages 
wiring and signals between 
itself and a number of IDFs, 
or intermediate distribution 
frames. 

IDFs extend the signal of the 
MDF to areas beyond the 
MDF’s reach.

Before: An open rack located in a doctor’s office.

After: Great Lakes enclosed the rack to enhance security.

Before After
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S E C U R I N G DATA – A N D L I V E S
Great Lakes has worked and is currently working with several hospitals to right-size this issue. 

One option to create a more secure IDF room is to enclose racks that are currently left open. 

An enclosure frame, sides, doors, and top panels are developed so that items fit exactly around 

existing open frame racks or even wall mounted swing racks. Each application that currently 

exists is likely very different in dimension and available space so the parts required to enclose 

the IDF will vary from application to application. This secures the IDF so that even though 

multiple people have access to the room, they won’t be able to steal data from, tamper with,  

or accidentally bump into the rack.

Some hospitals are taking security a step further by ensuring that all IDF areas have an 

enclosure itself, meaning that everything is fully contained and secured. While this is the most 

effective way to secure IDF rooms, it places a heavy burden on the facility, as space is almost 

always an issue. But in the long run, the cost of security breaches—or, in extreme cases, loss 

of life—would be far higher. One client has even mandated that all future facilities allocate 

enough space to be able to store full-sized enclosures in every IDF room. 

Before: Two separate open racks.

After: A combined enclosed system

Before

After
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T H E D O U B L E-E D G E D  
AU D I T SWO R D
Another component pushing healthcare facilities 

to take seriously the physical security of racks and 

enclosures are audits. Because of the emphasis on the 

privacy and security of patient information over the last 

few decades, healthcare facilities are subject to audits 

from many different entities to ensure they uphold 

certain standards, including HIPAA (Health Insurance 

Portability and Accountability Act of 1996), PCI DSS 

(Payment Card Industry Data Security Standard), and 

FIPS (Federal Information Processing Standard). This 

is in addition to internal audits, which also take place 

throughout the year.

While fines associated with failing to meet certain 

standards and codes are expensive, audits themselves 

can be an additional cost. Even if a facility is up to code, 

there are likely incidents that require staff and leadership 

to investigate and provide an explanation. For example, 

if the log shows that a staff member swiped his card 

twice in an hour-long period to enter the IDF room, the 

hospital would need to go back and reference cameras in 

the area, interview the person in question, etc. This can 

be labor intensive and, as a result, demand additional 

costs—even if the incident did not violate code.

DATA S E C U R I T Y 
STA N DA R D S T H AT A P P LY 
TO M O ST H E A LT H C A R E 
FA C I L I T I E S I N C LU D E:

• Standards for Privacy of Individually 
Identifiable Health Information, also 
known as the “Privacy Rule,” under 
the Health Insurance Portability 
and Accountability Act of 1996 
(HIPAA), protects individuals’ health 
information while allowing the flow 
of information necessary to address 
one’s healthcare needs and protect 
the public’s health and wellbeing. 
The Privacy Rule outlines standards 
for the electronic exchange, privacy, 
and security of health information.1

• The Payment Card Industry Data 
Security Standard (PCI DSS), 
which consists of a set of security 
standards designed to ensure credit 
card information is maintained in a 
secure environment, applies to any 
organization that accepts, transmits, 
or stores cardholder information. 
While this isn’t exclusive to 
healthcare, any hospital, health 
insurance company, outpatient 
facility, or doctor’s office that 
conducts credit card transactions 
(which is most, if not all) must 
comply to this standard.2

• The Federal Information Processing 
Standard (FIPS) Publication 140-2 
outlines security requirements for 
cryptographic modules. While not  
all healthcare facilities are subject  
to FIPS, it is a widely-held standard 
in the field.3

1  https://www.hhs.gov/hipaa/for-professionals/privacy/
laws-regulations/index.html 

2  https://www.pcicomplianceguide.org/faq/ 

3  https://www.nist.gov/publications/security-requirements-
cryptographic-modules-includes-change-notices-
1232002?pub_id=902003
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T H E F U T U R E I S S E C U R E
With the ever-growing list of incentives to focus on the physical security of racks and 

enclosures in healthcare facilities, it’s no surprise that Great Lakes has partnered with an 

increasing number of hospitals, insurance companies, outpatient facilities, and doctors’ 

offices over the last few years. While some stakeholders are hesitant to upgrade the systems 

that have been in place for decades, Great Lakes has seen first-hand how important these 

security improvements can be. The decision often has to come from the top down, requiring 

buy-in from stakeholders who have influence over budgetary and facility space issues. 

That is no small task—but in the end, it could save time, money, and patients’ lives.

If you’re concerned about the 
security of your healthcare facility, 
call Great Lakes Case & Cabinet 
today. And if you’re not…perhaps 
you should be. 
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